
System Security Plan (SSP) 

Digitech Branding (Dynasend Platform) 

 

1. System Overview 

System Name: Dynasend Email Signature Management Platform 
Owner: Digitech Branding (CEO/CSO) 
Environment: Hosted in Amazon Web Services (AWS), US regions and EU regions 
Users: Authorized Digitech Branding staff, customer administrators, and end-users via 
Microsoft Outlook add-in 
Purpose: Provide centralized management and deployment of standardized corporate 
email signatures 

 

2. System Boundaries 

• Hosting: AWS US and EU regions (multi-AZ architecture, with backup copies in 
separate US regions) 

• Primary Components: 

o Dynasend web application (manage.dynasend.net) 

o Outlook add-in for Microsoft 365 

o Application and database servers hosted in AWS 

o Encrypted storage for customer “business card” data (name, job title, email 
address, phone, etc.) 

• Exclusions: 

o No collection or processing of sensitive personal data (e.g., SSNs, financial 
or health data) 

 

3. Data Flow Description 

1. Customer Admins log into Dynasend via HTTPS (TLS 1.2/1.3). 

2. Signature templates and user data (business card data) are securely stored in 
AWS databases. 



3. Outlook add-in retrieves signature configurations via HTTPS. 

4. Customer data remains within AWS US or EU infrastructure; removable media is 
not used. 

 

4. Roles and Responsibilities 

• CEO/Chief Security Officer (US Citizen): Owns SSP, oversees security program, 
approves exceptions, leads incident response. 

• Developer/Technical Lead: Implements security controls, manages AWS 
infrastructure, applies patches, performs testing. 

• Third-Party Assessors: Conduct annual penetration testing and vulnerability 
scanning. 

 

5. Security Controls 

5.1 Access Control 

• Unique user IDs for all staff 

• MFA required for administrative access 

• Role-based access and least privilege enforced 

• Access reviews conducted annually 

5.2 Identification and Authentication 

• Passwords: ≥14 characters, rotated every 90 days, unique history enforced 

• Cryptographically protected in transit and at rest 

5.3 System and Communications Protection 

• TLS 1.2/1.3 enforced for all customer connections 

• AES-256 encryption at rest in AWS 

• FIPS 140-2 validated crypto modules used where feasible 

5.4 System Integrity 

• Annual third-party penetration tests 



• Regular vulnerability scans (AWS Inspector and external tools) 

• Patch timelines: Critical ≤14 days, High ≤30 days 

5.5 Audit and Accountability 

• Logs retained ≥1 year 

• Logs periodically reviewed by CSO 

• Access to audit tools restricted 

5.6 Configuration and Change Management 

• Documented approval and rollback processes 

• Production and non-production environments separated 

5.7 Personnel Security 

• Background checks for employees and contractors proportional to access level 

• Annual security awareness training for all staff 

• Privileged user training provided separately 

5.8 Incident Response 

• Documented IR plan in place 

• Customers notified within 48 hours of confirmed incident 

• Evidence retained for ≥90 days 

5.9 Business Continuity & Disaster Recovery 

• Daily encrypted backups, retained for 30 days 

• AWS multi-AZ resilience with secondary US region recovery 

• RPO ≤24 hours; RTO ≤24 hours 

• BCP/DRP reviewed annually, backup restoration tested semi-annually 

5.10 Physical and Environmental Security 

• AWS provides physical data center protections (perimeter fencing, guards, multi-
factor access) 

• Digitech Branding secures local company devices with full-disk encryption and 
strong authentication 



 

6. Risk Assessment 

The Company performs an annual risk review as part of its Enterprise Risk Management 
(ERM) process, which includes: 

• Identifying new threats (e.g., vulnerabilities, AWS service risks) 

• Assessing likelihood and impact 

• Assigning ownership and mitigation strategies 

• Accepting, mitigating, or transferring risk as appropriate 

 

7. System Interconnections 

• AWS: Hosting provider (shared responsibility model) 

• Microsoft 365: Authentication integration and Outlook add-in distribution 

• No other third-party system interconnections exist 

 

8. Continuous Monitoring 

• Vulnerability scans are performed regularly 

• Annual penetration testing validates external defenses 

• Logs and AWS CloudWatch alerts provide operational monitoring 

• Control effectiveness reviewed annually 

 

9. Plan Maintenance 

• SSP is owned by the CEO/CSO 

• Reviewed annually or after significant system change 

• Updated with results of audits, incidents, or risk reviews 

 

Conclusion 



This System Security Plan documents the boundaries, controls, and responsibilities of the 
Dynasend platform hosted in AWS. The plan demonstrates Digitech Branding’s 
commitment to proportionate, risk-based security practices aligned with customer 
requirements. 

 


